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Abstract

Smart contracts deployed on permissionless blockchains, such as Ethereum, are accessible to any user
in a trustless environment. Therefore, most smart contract applications implement access control
policies to protect their valuable assets from unauthorized accesses. A difficulty in validating the
conformance to such policies, i.e., whether the contract implementation adheres to the expected
behaviors, is the lack of policy specifications. In this talk, | introduce a technique SPCon, mining past
transactions of a contract to recover a likely access control model, which can then be checked against
various information flow policies and identify potential bugs related to user permissions. The
experimental evaluation on labeled smart contract role mining benchmark demonstrates that SPCon
effectively mines more accurate user roles compared to the state-of-the-art role mining tools. Moreover,
the experimental evaluation on real-world smart contract benchmark and access control CVEs indicates
SPCon effectively detects potential permission bugs while having better scalability and lower
false-positive rate compared to the state-of-the-art security tools, finding 11 previously unknown bugs
and detecting six CVEs that no other tool can find.
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