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Abstract

Being near range wireless communication technology, Bluetooth Low Energy (BLE) has been widely used in
numerous Internet-of-Things (IoT) devices from healthcare, fitness, wearables, to smart homes, because of its
extremely lower energy consumption. Unfortunately, the past several years have also withessed numerous
security flaws that have rendered billions of Bluetooth devices vulnerable to attacks. While luckily these flaws
have been discovered, there is no reason to believe that current BLE protocols and implementations are free
from attacks.

In this talk, Prof. Lin will talk about a line of recent research efforts for BLE security and privacy from his group.
In particular, he will first discuss the protocol-level downgrade attack, an attack that can force the secure BLE
channels into insecure ones to break the data integrity and confidentiality of BLE traffic. Then, he will
introduce Bluetooth Address Tracking (BAT) attack, a new protocol-level attack, which can track randomized
Bluetooth MAC addresses by using a novel allowlist-based side channel. Next, he will discuss the lessons
learned, root causes of the attack, and its countermeasures. Finally, he will conclude his talk by discussing
future directions in Bluetooth security and privacy.
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