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Abstract

With the recent breakthroughs, artificial intelligence, especially deep neural networks, is pervasively serving
numerous areas such as healthcare, autonomous driving, and Internet of things. Deep neural networks are
capable of making accurate predictions and reasonably good decisions but their predictions or decisions are
not explicitly explainable. In particular, major security and privacy concerns exist in deep neural networks. In
this talk, I will first provide an overview of trustworthy deep neural networks and then focus on our recent
research on a data-agnostic model stealing attack. The talk will conclude by discussing future research
directions in security and privacy concerns and potential countermeasures in deep neural networks.
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