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P Abstract

As the owners of large-scale network data, today's ISPs and enterprises usually face a
dilemma. With the sophistication of security monitoring and analytics, those organizations
are motivated to outsource such tasks to third-party analysts, e.g., Managed Security Service
Providers (MSSPs). However, they are also reluctant to share their network trace data, and
even less willing to publish them, mainly due to privacy concerns. To address this issue, the
anonymization of sensitive data while still enabling security auditing, i.e., preserving both
privacy and utility, has attracted a lot of attention recently. In the first part of this talk, I will
present a demo that showcases how to preserve both privacy and utility by shifting the
trade-off from between privacy and utility to between privacy and computational cost.
Furthermore, to quantify the level of privacy in a data set, differential privacy (DP) has
emerged as a de facto privacy notion for a wide range of applications. Utility metrics in
different applications are defined to measure the usefulness of the anonymized data. In the
second part of this talk, I will present an approach that automatically optimizes utility
metrics for different applications under a common framework. The work related to these
two concepts has been published in CCS'18, TOPS, TDSC, and CCS’20.
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