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P Abstract

Zero-knowledge proofs (ZKP) are fundamental building blocks used in many
privacy-preserving applications such as anonymous cryptocurrencies and anonymous
credentials. A particular example is one-out-of-many proofs which the prover's goal is to
prove knowledge of an opening of a commitment within a set of commitments without
revealing which one he has. Based on one-out-of-many proofs, we can further design ring
signatures where a signatory signs a message on behalf of a group of users without revealing
his identity. In this talk, we first introduce some logarithmic-size ring signature approaches.
Then, we show that the one-out-of-many proof part in ring signatures can be safely replaced
with a much looser relation, a linear sum proof, to improve efficiency without scarifying
security. Furthermore, to implement efficient ring signatures, we introduce the idea of
unbalanced relations and prove the unbalanced relation has the same security as the original
relation in ZKPs. Our solutions work smoothly in both discrete log and lattice settings and
can be applied in other ZKP techniques.
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