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Can LLMs fix security bugs?
Everybody claims yes, experimentally no, not on the cloud.
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Abstract

LLM-based agents are the new security "cure-all-solutions". Yet, most results published in papers are very
hard to replicate as soon as you change a bit. In this talk | will discuss our experience with the use of LLMs
to recognize and fix cloud misconfiguration which are typically way simpler than security vulnerabilities on
code. Kubernetes Helm charts are files describing all dependencies, resources, and parameters required
for deploying an application within a cloud cluster. | will discuss in this talk our years long experience on
mining large repositories of Helm Charts, using state-of-the-art industrial tools, such as Checkov and KICS
to find (or mislabel) security misconfigurations, and measuring to what extent LLMs could be used for
fixing. Tens of thousands Helm charts times hundreds of policies times some LLms we found out the
assurance that comes from automated pipelines is very shaky. | will discuss our specific findings and the
general lessons for research.
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of the standard.

WE ORIVE THROUGH
UTING



