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Abstract

Searchable Symmetric Encryption (SSE) represents an intriguing technique that empowers users to delegate keyword
searches over encrypted databases to an honest-but-curious server. The primary goal is to uphold the confidentiality
of both the keywords and the encrypted documents. A comprehensive understanding of SSE entails navigating
through the intricacies of how it facilitates secure and privacy-preserving searches within the realm of encrypted data.
In this talk, we will embark on a detailed exploration of SSE's underlying concepts, mechanisms, and the intricate
security notions that serve as the foundation for this cryptographic technique. Acknowledging that no cryptographic
protocol is impervious to vulnerabilities, the discussion will delve into an examination of current attacks on SSE. This
aims to deepen comprehension of the strengths and limitations inherent in SSE, a critical aspect for its ongoing
development and effective deployment in real-world applications. At last, the talk will shed light on some of the open
challenges associated with SSE.
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