Subject Description Form
	Subject Code
	ISE548

	Subject Title
	Risk and Crisis Management

	Credit Value
	3

	Level
	5

	Pre-requisite/Co-requisite/Exclusion
	Nil. 
However, knowledge of elementary business statistics and probability, as well as information systems for supply chain management, is preferred.

	Objectives
	 This subject enables students to
1. master quantitative and qualitative skills necessary to strike a balance between risk and opportunity in tailoring risk mitigation for logistics systems;
2. appreciate the importance of injecting a risk culture into the organization and of identifying critical factors for implementing an organization-wide risk and crisis management strategy;
3. advocate a customer-centric Business Continuity Plan (BCP) as a marketing tool and align it with contemporary risk mitigation strategy; 

4. apply and embed best practices of information system security into logistics information systems.

	Intended Learning Outcomes
	Upon completion of the subject, students will be able to
a apply risk modeling assignment methods to evaluate the level of risk of the logistics systems;
b identify how logistics systems should be configured to balance risk/reward; 

c implement the BCP in a practical situation to mitigate risk;
d apply the skills in articulating the requirement of process and procedures for building enterprise-wide risk management.

	Subject Synopsis/ Indicative Syllabus
	1. Risk Modeling and Management 

Step-by-step approach in building qualitative and/or quantitative model for analysis, design, and evaluation of logistics system for mitigating risk; Application of hierarchical holographic modeling (HHM) for risk identification; Partition risk impact to select the best risk mitigation strategy based on multi-objective risk impact analysis.
2. Crisis Management and Risk Audit

Logistics project risk management; Tracking and identifying the patterns and sources of risk; Principle of balancing risk/reward relationships; Establishing processes for emergency response, escalation, and preventive measures.
3. Business Continuity Planning
Strategic issues and case studies drawn from logistics service providers to highlight various topics on outsourcing and quality management issues; Disaster recovery planning; Information security management practices, including planning and audit of information systems.

	Teaching/Learning Methodology
	A mixture of lectures, tutorial exercises, case studies, and assignments are used to deliver the concept and application of risk and crisis management, with an emphasis on risk mitigation and balancing risk/reward. Lectures are the primary vehicle used to deliver the concept of risk and crisis management, and to teach the various quantitative and qualitative risk analysis methods. Case studies are used to integrate theories in practice and review contemporary issues and best practices of customer-centric BCP. 
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	Assessment Methods in Alignment with Intended Learning Outcomes
	Specific assessment methods/tasks 
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The test is designed to assess students’ understanding of the topics and whether or not they can present the concepts clearly.
The project is designed to assess students’ skills in applying different risk models, implementing BCP, and articulating the requirement of process and procedures for building enterprise-wide risk management through different case studies and group projects. 

Assignments are designed to assess students’ ability in identifying how the logistics systems should be configured to balance risk/reward and to implement the BCP in a practical situation for risk mitigation.

	Student Study Effort Expected

	Class contact:
	

	
	· Lecture/Seminars
	30 Hrs.

	
	· Tutorial/Case studies
	9 Hrs.

	
	Other student study effort:
	

	
	· Self learning and practice for project
	27 Hrs.

	
	· Assignment and report writing
	40 Hrs.

	
	Total student study effort 
	106 Hrs.

	Reading List and References
	Textbook:
Haimes, Y, Y. 2011, Risk Modeling, Assessment, and Management, Wiley, New York
Indicative Reading:
1. Bastrom, N and Cirkovic, M, M. 2008, Global Catastrophic Risks, Oxford University Press, Oxford 
2. Fraser, J and Simkins, B. 2009, Enterprise Risk Management: Today’s Leading Research and Best Practices for Tomorrow’s Executives, Wiley, New York
3. Snedaker, S. 2011, Business Continuity and Disaster Recovery Planning for IT Professionals, Butterworth-Heinemann
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